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This policy explains what data Hamurabi, the browser extension that rates the legal documents
linked on websites, handles and why.

Hamurabi is developed and run by Daniel Stasiak, a private individual residing in Poland, who is the
controller of your personal data under the EU General Data Protection Regulation (GDPR). In this
policy, "we", "us" and "our" mean Daniel Stasiak, and "Hamurabi" means the extension together
with the server it talks to.

Contact for anything in this policy: privacy@hamurabi.app

At a glance
Once you accept this policy in the extension popup, Hamurabi automatically sends our server
the addresses of legal documents (terms of service, privacy policies and similar) that it finds
linked on the pages you visit. It does not send the address of the page you are on unless you
ask Hamurabi to review a page.

Hamurabi does not build a history of the sites you visit: the legal document addresses it looks
up are not stored with your IP address or installation ID.

Each request to our server carries a random extension installation ID and your browser's
language identifier. Like any internet request, it also reaches our infrastructure with your IP
address.

Our server downloads the public document and has an AI service rate it. AI services never
receive anything that identifies you.

Hamurabi has no accounts and works without your name or email. We show no ads and never
sell data.

Ratings are shared by everyone who uses Hamurabi and are not linked to the person who
triggered them.

What the extension sends to our server

Legal document addresses (automatic)
As you browse, Hamurabi checks the links on pages inside your browser. Links whose address or
text suggests a legal document are sent to our server so Hamurabi can show you their rating. Once
you have accepted this policy in the extension popup, this happens automatically, without a click.

Hamurabi sends the document's full address, including its query string (the part after ?). Parts that
do not affect the document, such as the part after # and known tracking parameters, are removed
before sending.

Hamurabi does not send:

the address of the page you are on



links that Hamurabi's built-in rules do not recognize as links to legal documents

links on websites you have turned off in the extension popup

Sent with every request
Installation ID: a random identifier created when you install Hamurabi. It contains nothing
about you or your device. We use it to keep Hamurabi secure, to handle the actions you take
in Hamurabi and to understand how Hamurabi is used.

Language: your browser's language, or the closest one Hamurabi supports.

Like any internet request, each request reaches our infrastructure with your IP address and your
browser's standard headers.

Sent only when you ask
Some data leaves your browser only when you take an action in Hamurabi, for example:

Review requests: when you ask Hamurabi to review a page or link, it sends that address so
we can review it. This is the only time Hamurabi sends the address of a page you are viewing.

Feedback votes: when you give feedback on a rating, Hamurabi sends your vote and your
language together with the document's address. Removing your vote deletes it from our
server.

What our server does with it

Fetching and rating documents
Our server downloads each document, directly or through a service provider. It does not use your
cookies, login or session, so it can only read pages anyone can open. If a document needs a login,
our server cannot read it, but its address has still reached our server.

Our server then has a third-party AI service rate and describe the document, or translate an existing
description into your language. AI services receive public content, such as the document text, and
the language, never your IP address, your installation ID or anything else about you. Some AI
providers may keep the text they receive and use it to improve their models.

Ratings are shared
Ratings are stored and shown to everyone who comes across that document. A stored rating holds
nothing about who asked for it.

What we store about you
When Hamurabi looks up a rating, we save nothing about you with it. We store your installation ID
and a hash of your IP address only with actions you take yourself, such as:

What Stored with it

Review requests page or document address, a hash of your IP address, installation ID, time

Feedback votes document address, a hash of your IP address, installation ID, vote, language, time



Instead of your IP address, we keep a one-way hash of it, from which neither the address nor your
location can be read. It only lets us recognise abuse, such as automated mass requests or
manipulated votes.

Logs
Our server logs how it handles requests, for security and fixing errors. These logs may include the
addresses of legal documents, your language and any errors, but not your IP address or installation
ID. They are kept for up to 31 days.

Abuse protection
To prevent abuse, we count requests per IP address and per installation ID and block anyone who
sends too many. These counters cover only a short time window and expire on their own.

Feedback forms and the uninstall survey
Hamurabi links to forms run by an external form provider, such as feedback and bug report forms in
the extension popup, and an uninstall survey that your browser opens automatically when you
remove Hamurabi.

The link to each form carries basic technical information, such as Hamurabi's version and your
browser and operating system. The form provider receives these details when the form opens,
records the visit in its form statistics and saves the details with your answers if you submit the form.
Like any website, it also receives your IP address and your browser's standard headers when the
form opens. Hamurabi sends the form provider nothing else: no page or document addresses and
nothing about the sites you visit.

The forms don't ask for your name or email address. Anything you type or upload in a form, such as
your answers or a screenshot, goes to the form provider, not to our server.

What stays in your browser
Hamurabi keeps its installation ID, your settings, saved ratings, your votes and other working data
on your device only. Nothing is synced to your browser account, and everything is deleted when you
remove Hamurabi. Only the items described in this policy ever leave your browser.

Service providers
Our hosting and infrastructure provider, Cloudflare, Inc. (USA), processes data only on our behalf. It
receives everything Hamurabi sends, including your IP address, and stores the actions you take in
Hamurabi.

Our online form provider, Tally (Belgium), runs our forms and receives the data described under
Feedback forms and the uninstall survey.

Our email provider receives the emails you send us and processes them only on our behalf.

Our document retrieval provider may fetch a document on our behalf when our server cannot
download it directly. It receives the document's address, never your IP address, your installation ID



or anything else about you.

To rate documents, our server also uses third-party AI services, as described under Fetching and
rating documents.

Why we may use your data (legal bases)

Purpose Data Legal basis under the GDPR

Showing ratings for the
legal documents linked on
websites

document addresses,
language, installation ID, IP
address

Art. 6(1)(b): providing the service you use by
installing Hamurabi

Handling the actions you
take in Hamurabi, such as
review requests and
feedback votes

the data listed under What
we store about you

Art. 6(1)(b): carrying out the actions you
choose to take

Keeping Hamurabi secure
and working: rate limiting,
logs, IP address hashes
stored with your actions

IP address (briefly, for rate
limiting), IP address hash,
installation ID, document
addresses and other
request details

Art. 6(1)(f): our legitimate interest in preventing
abuse and fixing errors

Measuring how Hamurabi
is used and improving its
ratings

installation ID, votes,
numbers of requests

Art. 6(1)(f): our legitimate interest in improving
Hamurabi

Feedback forms and the
uninstall survey

the details in the form link,
your answers and any files
you upload, your IP address
and other request details

Art. 6(1)(f): our legitimate interest in
understanding and fixing problems; answering
is voluntary

Answering the emails you
send us, including
requests about your rights

your email address, your
name if you include it, and
anything you write or attach

Art. 6(1)(c): meeting our legal obligation to
handle requests about your rights under the
GDPR; Art. 6(1)(f): our legitimate interest in
answering your other messages and keeping a
record of how we handled them

You can object to any use based on our legitimate interest at any time, as described under Your
rights.

How long we keep data

Data Kept for

Rate-limiting counters up to 24 hours

Logs up to 31 days

Actions you take in Hamurabi, such as review requests
and feedback votes

until the action is handled or you remove it, and
at most 12 months



Data Kept for

Data in your browser until you remove Hamurabi at the latest

Form answers and uploads up to 24 months

Emails you send us up to 36 months

Removed actions, such as review requests and feedback votes, can stay in our database backups
for up to 30 more days.

Transfers outside the European Economic Area
Some of our service providers may be based, or process data, outside the European Economic Area,
for example in the United States, and our infrastructure provider handles requests in data centers
around the world. When your personal data leaves the European Economic Area, the transfer relies
on an adequacy decision of the European Commission, such as the EU–US Data Privacy Framework
for certified companies, or on the European Commission's standard contractual clauses in the
provider's data processing terms. You can ask us for a copy of these safeguards using the contact
details below.

Chrome Web Store Limited Use
The use of information received by Hamurabi adheres to the Chrome Web Store User Data Policy,
including the Limited Use requirements. In practice:

We use data only to provide and improve Hamurabi's single purpose, rating the legal
documents linked on websites, and to keep it secure and reliable.

We never sell data, use it for advertising, or pass it to advertising platforms, data brokers or
other information resellers.

We never use or pass on data to judge creditworthiness or for lending.

We share data only with the service providers described under Service providers, when the
law requires it, or to protect against fraud, spam and abuse.

We read individual records only when you send them for us to read, such as review requests
and form answers, to investigate abuse or security problems, or when the law requires it.
Otherwise we look only at aggregated statistics.

Your rights
Under the GDPR you have the right to:

find out whether we hold data about you and get a copy of it

have inaccurate data corrected

have your data deleted

restrict how we use your data

object to any use based on our legitimate interest

receive the data you gave us in a portable format



Hamurabi has no accounts, so we usually cannot tell which records are yours. If you send us details
such as the IP address you used and roughly when, or the address of a page or document you
asked us to review, we can look for matching records. Send your request to privacy@hamurabi.app.
We may ask for more information to confirm that the records are yours, and we will not act on a
request we cannot verify. If we cannot find your records, we will tell you.

You can also act without contacting us: remove a feedback vote in Hamurabi to delete it from our
server, turn Hamurabi off for particular websites, or remove the extension to stop all data collection
and delete everything stored in your browser.

If you think we handle your data unlawfully, you can complain to the President of the Personal Data
Protection Office (Prezes Urzędu Ochrony Danych Osobowych), uodo.gov.pl, or to the data
protection authority in the country where you live.

Security and changes
Security: all connections between Hamurabi, our server and our providers are encrypted in
transit. Access to our databases and provider accounts is limited to the people who need it to
run Hamurabi.

No automated decisions about you: Hamurabi's AI rates documents, not people.

Changes: we publish every change to this policy by updating this document at the same
address, with a new "Last updated" date. If we make a significant change, such as collecting
a new kind of personal data or using it for a new purpose, we will tell you in Hamurabi before it
takes effect: Hamurabi stops working until you accept the updated policy in the extension
popup, and you can remove Hamurabi if you do not agree. To learn about such changes,
Hamurabi regularly checks our website. This check sends nothing about you except the IP
address and the standard headers that any internet request carries.

Contact
Daniel Stasiak, Poland

Email: privacy@hamurabi.app

https://uodo.gov.pl/

